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MEMCRANDUM FOR: Chiaf, Projects & Programs Staff

BUBJECT 3 Contract 8Beceurity Procasdures

have dizcussed the subject at somez length with | 25X1
25X1 in the following paragraphs I will pass on to you the major

points of reference and concern w2 have regarding contract security pro-

cedures,

2. CQur priary concern at this time 1z «ith the security classi-
fication of the products of Research and Development Contracts. In the
past, decisions regarding the security classification of such products
have been rendersd by various levels of the Research snd Development
Management Staff depending upon the complexity of the situation. Every
RAD Contract product security classification recommendation has been
submitted for division level approval.

3« The process of deciding whether or not the technological charsce
teristics of the contract product have s:ocurity implications may be quite
arditrary and often depends upon the perticular orientation of the indivi-
dusl ultimately responaible for the judgmwent in each case. The primary
questions asked in this process have been vhether or not the technological
characteristics of the contract product imply agency asscciation ( hen such
an asgociation 1s classified), or performance characteristics of other
systems which are classified, or performance characteristics vhich inherently
disclose a level of technology considered to b= classified by the agency.
Factors which tond to mitigate a decision to place a contract product in
a2 security classification category ar=: the aszsigned reaponsibility of
NPIC to maks information concerning thesz products availsblz to the
community when fessgible and the fact that the physical security rsquired
at ths contractor's facility in the production of classified information
or hard-sare costs considerably more to the government than the production
of an unclagsified product.

4. The NPIC Equipment Summary provides a conclse record of the
Judgments that have been made in the past regarding the security classi-
fication of R&D contract products. The precedent established by theas:
publications is, in general, that an R&D contract product becomes
unclassified 1f and when the contractor is given permission to list the
product in his standayd gtock list as a shalf item. In other cases it
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becomes unclagsified if it closely resembles other equipment which is
avallsble from other sources on an unclassified bagis. In atill other
cases, items were judged to be unclassified if they 'r=re not proprietary
to the center or the sgency and bore no leading implications to the
characteristics of other classified equipment or systems.

5, There is a particular {tem sbout which } |axpréased
8 oncern; that is the Automatic Target Indexing Device 2ing developed

by Apperently, the contractor has been advised that
this development may b= handled as unclassified, In spite of the fact
that the contract specifically prohidits disclosure of informetion con-
cerning this contract to amyone without approval of the contracting officar
{whethar or not the product 13 classified), the fact that it is not
clagsified offers the contractor some lmpllcit license to publish closely
related information and to discuss the matter ~ith various and sundry
contactz he may have. In such cagzs, the absence of a security classi-
fication significantly weakens the governmant ‘s ability to control
disclosurs of this information. In the cases of the iutomatic Target
Indexing Device, | | believes that the performance characteristics
may lesd an uncleared observer to deduce performance characteristics of
the related sequisition systems and he also feels that the devslopment
represents an extenslve investment resulting in kno-ledge of proprietary
{nterest to the center, vhich should not be disclosed in a fashion that
way compromise the center's opportunity to follow it through to come
plation. Accordingly, e suggest that the classification of this

contract product be raconsldered for upgreding to SECRET, Assuming that
the understanding that ve have diselosed through this memorandum 1s con-
gistent »rith the agency and center menagement poliey, e will continue

to make recommendations for security classification of contract products
4n the same manner descridbed abov
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